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How to activate AES Encryption

In order to activate the AES encryption on the MODBUS RTU serial communication channel follow
these steps:

1) Connect to the motor using NILAB Starter Interface

2) In the parameter window select the checkbox AES Cryptography and press Download to Drive
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3) Press Write configuration to Flash button in the same window, then disconnect the motor press
Disconnect from motor button.

4) Disconnect the motor from the power and then reconnect the motor to the power (power cycle)

5) Now, the motor can only communicate with AES cryptography on the modbus communication
channel.

How to check and use the AES Encrypted modbus
communication channel

1) Set the password to insert the AES key entering the password text inside the PW password text
field on the top right.

2) Go to Expert window and insert the AES Key in the AES Key text box field. Press the CHECK AES
KEY button if you need to semantically check the inserted key (please take into account that this is
only a check of the sintax of the AES key not the check of the validity of the AES in respec to the
connected motor)

NiLAB GmbH
Knowledgebase - https://dokuwiki.nilab.at/


https://dokuwiki.nilab.at/doku.php?id=en:nilab_starter:start
https://dokuwiki.nilab.at/lib/exe/fetch.php?media=integrated_drive_motors:aes_1.jpg

Last
;822;8:9/11 en:integrated_drive_motors:aes_crypt_activation https://dokuwiki.nilab.at/doku.php?id=en:integrated_drive_motors:aes_crypt_activation
07:55

i HILAR Start vza
B see | com comz - Baud: 115200 Bl 7 connectiomotor [ | e o o [
10

Preogu B 0%

Motion controler Controfler configuration  Scope Paramater Communscation Diagnosbc Expeil Parallel Motion  Survellance uPLC Editor Dump

;:9 N'oL .B Eipn P atsuilats Madbus Address (dech
Curent I 1= Loop Frequency Configuralion
AES Crptogragty [ COM Lirk
® abon .
STATUS 0 -> 20 kHz PWM Freguency =

[ ResETAUTOMATC HOMING |
MITOHOMNG | | MatL HOMING ol
Digstal input and outpat stite . E 01002
4620 621
OGTING @ DGTOUTO @ s _ 35,187
DGTINT @ DoTouT1 @ B
peToutz @ ;

Show Vanables
463410538 - Moor Feeckack Posbon o] 0,150 [ CALCULATE COMMUTATION OFFSET |

RN : :
¥ [ START OR UPDATE MANUAL MODE |

4637 - Meker Foackeach Veleedy frusec) 1= Internal Positioner

act the manual mode

4128 - Motor Feedtuack Cument [4] Secunty

_ 14 PWD 03 I AESKEY:  1D23586E43A218620ECSCTABE27T4CADD CHECK AES KEY I =

Mition state |

MO WARNING
s

3) Before press the Connect to Motor button select the AESV Cryptography check box on the status
window.
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